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This series of position papers 
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Operations (MIO) through 
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Traditionally, MIO has relied 

on conventional methods 

such as boarding, searching, 

and seizing vessels based 

on limited intelligence. 

However, MDO enables a 

more sophisticated and 

efficient approach by 

leveraging space-based 

surveillance, cyber 

capabilities, artificial 

intelligence (AI), and 

autonomous systems. Part 

three of this paper is a 

general discussion with 
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Security, and how an 
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to meet today’s emerging 

threats.  
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Pt. 3 

Questions and Answers 

Q: What  i s  your  assessment  o f  g l obal  mar i t ime  

secur i ty?   

A :   Th e  c u r re n t  s t a te  o f  g lo b a l  ma r i t i me  s ec u r i ty  i s  sh a pe d  by  

a  v a r ie t y  o f  f ac to rs  a nd  m e t r i c s .  I  wou l d  s ay  t ha t  t h e re  a re  

s ev e n  p r im a ry  th re a ts  t o  s ta b i l i t y  i n  th e  m a r i t ime 

e n v i ro nm e n t ,  s t emm i ng  f ro m g e o po l i t i ca l ,  ec o nom ic  a nd  

e n v i ro nm e n ta l  f ac to rs .  I n  rand o m  o rd e r ;  

F i r s t  i s  p i r a c y  a nd  a r m e d  r o b b e r y  wh i c h  s tems  f ro m 

e c on om ic  an d  g e op o l i t i c a l  i n s tab i l i t y  i n  ce r t a i n  re g io ns .  

Th a nk fu l l y ,  p i ra cy  a nd  a rm ed  ro b b e ry  i s  d ec re as in g  in  

re g i o ns  th a t  we re  p re v i o us ly  no to r i ou s .  I nc i de n ts  in  

h o t sp o ts  l i k e  t h e  G u l f  o f  A den  a n d  t h e  I nd i an  Oc ea n  h av e  

s i gn i f i c an t l y  d ec re as ed  i n  rec e n t  y ea rs .  I n  20 0 8 ,  t he  ye a r  

o f  NM IO TC ’s  f o rm a t io n ,  p i ra cy  i n  th es e  re g i o ns  we re  a t  an  

a l l - t im e  h i gh  an d  we re  o f  g rea t  co nc e rn  t o  NA TO  m em b e rs  

a n d  p a r tn e rs .  Ho we ve r ,  ov e r  t h e  y e a rs ,  th ro u gh  c o nc e r ted  

e f f o r t s  w i th  pa r t n e rs  an d  a l l i e s ,  t he se  p rev io us ly  k no wn 

h o t sp o ts  a re  n o  lo n ge r  t h e  th re a t s  t h a t  th ey  o nc e  we re .  

Th a t  be i ng  s a id ,  i n c i d en t s  o f  p i ra cy  a n d  a rme d  rob b e ry  in  

o th e r  reg i on s  o f  t h e  wo r ld  a re  p e rs is t in g  o r  in c re as i ng .  The  

G u l f  o f  G u in e a ,  So u the as t  A s i a  ( t he  S u l u -Ce l e be s  Se a )  

a n d  pa r t s  o f  t he  Ca r ib b ea n  re m ai n  as  re g i o ns  a f f l i c t e d  by  

a c ts  o f  p i racy .  W e  h av e  ha d  t h e  p r i v i l e g e  o f  wo rk i n g  w i t h  

B o a rd i n g  Team s  f rom  NA TO c o u n t r ie s  wh o  a re  de e p l y  

i n vo lv e d  in  p re v en t i ng  a c ts  o f  p i ra cy  i n  t h es e  re g i o ns ,  su ch  

a s  t he  Du tc h  F l e e t  M a r i n e  S qu a d ro n .   

Th e  se co n d  t h rea t  t o  ma r i t im e  s ec u r i ty  i s  ge o p o l i t i c a l  

t e n s i o ns .  Te r r i t o r i a l  d i s p u te s  a mo n g co u n t r ie s  wo r ld  w i de  

h a ve  le d  t o  h e ig h ten e d n ava l  ac t i v i ty ,  ra i s in g  r i sk s  o f  

c o n f l i c t  i n  g eo g ra ph ic a l  a re as  wh ic h  in c l u de  so me  o f  t h e  

wo r l d ’ s  bu s i es t  t ra d e  ro u tes .  M e l t in g  i c e  o pe ns  n ew 

s h ip p in g  la n es ,  l ea d in g  t o  co m pe t i t i o n  f o r  re so u rce s  a n d  

s t ra te g i c  p os i t i o n  by  A rc t i c  a n d  i n te res ted  n a t i o ns .  

O ng o in g  c on f l i c ts ,  i nc l ud i ng  t h e  wa r  in  Uk ra i n e ,  h av e  

d i s rup te d  m a r i t i me  t ra d e  ro u te s ,  es p ec i a l l y  f o r  en e rgy  a nd  

a g r i cu l t u ra l  ex po r t s .  M IO ,  as  o u t l i n e d  b y  NATO ,  i s  an  

i n h e ren t l y  pe ac e  t ime  m is s i o n  s e t .  Ho we ve r ,  t h e re  i s  

a l ways  t h e  p oss i b i l i t y  o f  th e se  o p e ra t i o ns  i nc re as in g  

g e o po l i t i ca l  te ns i on s  b e twe en  c o u n t r ie s  wh i ch  p os es  a  

s i gn i f i c an t  c ha l l e ng e  whe n  a t te m p t i n g  t o  e n fo rc e  ru l es  a nd  

n o rms .   

 

L i nk e d  c l ose ly  w i t h  ge o po l i t i c a l  t en s i o ns  i s  t h e  c on ce rn  o f  c l i m a t e  

c ha n g e  a n d  e n v i r o n m e n t a l  c h a l l e n ge s .  R i s in g  s ea  l ev e ls  a nd  

s to rms  a re  b ec om i ng  in c rea s in g ly  mo re  s ev e re  wh ic h  d is ru p t  

s h ip p in g  l a ne s  a nd  po r t  i n f ra s t ru c tu re .  I l l eg a l ,  u n rep or te d  a nd  

u n re g u l a ted  ( IUU)  f i sh i ng  rem a in s  a  p e rs i s te n t  th re a t  t o  m a r i t i me 

e c osy s te ms  an d  c o as ta l  ec on o mi cs ,  es pe c i a l l y  i n  th e  Pa c i f i c  a n d  

I n d i an  Oc ea ns .  Th e  t h re a t  o f  f a m i ne  f ro m  c l im a te  c h an g e p re s e n ts  

t h e  p oss i b i l i t y  o f  p i ra cy  in  c o as ta l  re g i o ns  wh e re  p l un d e r i ng  o f  

p a ss in g  m e rc h an t  t ra f f i c  i s  t he  o n l y  me a ns  o f  su rv iv a l .  A s  th e  c l im a te  

c o n t i n ue s  to  c h an g e ,  c l i ma te  re fu g e es  w i l l  b ec om e a n  i ss ue  t h a t  w i l l  

a f f e c t  m a r i t im e  s ec u r i ty .   

E me rg i ng  t h re a ts  t o  c y b e rs e c u r i t y  a l s o  p la y  s i g n i f i c an t  ro l e s  i n  

g l o ba l  m a r i t i me  se cu r i ty .  Ma r i t i me  in f ra s t ruc tu re  a n d  ve ss e ls  a re  

i n c rea s i n g l y  re l i an t  o n  d i g i ta l  s ys te ms ,  ma k i n g  th em  v u l ne ra b l e  t o  

c yb e ra t t ack s .  In c i d en t s  ta rge t i n g  p o r t s ,  s h i p p i n g  c om pan i es ,  a nd  

n a v i g a t i o n  s ys tems  h av e  h ig h l ig h ted  t h e  se c to r ’ s  v u l n era b i l i t y  t o  

s o ph is t i c a ted  t h re a ts .    

T e r r o r is m  a n d  s m u g g l i n g  h a s  be e n  a n d  w i l l  c on t i nu e  t o  b e  a  

p e rs is t en t  t h re a t .  Sm ug g l i n g  o f  we a po ns ,  d ru gs ,  a n d  pe o p le  re m a in s  

a  ke y  m a r i t im e se cu r i ty  c o nc ern  a n d  on e  th a t  NM IO TC a c t i ve l y  se eks  

t o  co mb a t .  Ho ts p o ts  i n  t he  M e d i t e r ra n ea n ,  th e  A nd am a n S ea ,  a nd  

t h e  G u l f  o f  A d en  p ose  s i gn i f i c a n t  th re a ts  t o  NATO  a l l i es  a n d  

p a r tn e rs .  Ma r i t im e  t e r ro r i sm ,  t h o u g h  l ess  f re qu e n t ,  rem a in s  a  r i sk ,  

w i t h  t h re a ts  t o  en e rgy  in f ra s t ru c tu re  l i k e  p i p e l i ne s  a nd  o i l  t a n ke rs .  

C r i t i ca l  u nd e rwa te r  i n f ra s t ruc tu re  (CU I )  i s  l i ke ly  t o  b e  t h e  2 1 s t  

c e n tu ry ’s  p r i me  t a rge t  o f  b o th  no n -s ta te  a n d  s ta te  s p on so re d  

t e r ro r i sm  du e  to  o u r  in c re a se d  re l i an ce  up o n u nd e rse a  ca b l es  a nd  

p i p e l i ne s .   

I n c re as ed  na v a l  m i l i t a r i z a t i o n  i n  s t ra te g ic  wa te rway s  l i ke  th e  I n d ia n  

Oc e an ,  P ac i f i c  Oc ea n ,  a n d  E as te rn  M ed i t e r ra ne a n f u e l s  c on ce rns  

o v e r  f re ed om  o f  na v i g a t i o n  an d  se cu r i t y  o f  t ra d e  rou tes .   

L a s t l y ,  c o o r d i na t i o n  a n d  g o v e r n a nc e  h a s ,  by  an d  l a rge ,  b e e n a  n e t  

g a i n  i n  te rms  o f  m a r i t im e  s ec u r i ty .  E f f o r t s  to  im p rov e  m a r i t i me 

s ec u r i ty  g ov e rna nc e  ha ve  a d va nc e d  th ro u gh  i n i t i a t i ves  l i k e  th e  

D j i bo u t i  Cod e  o f  Con d uc t ,  Co m bi n ed  M a r i t im e Fo rce s  (CM F) ,  a nd  

re g i o na l  f ram e wo rks  l i k e  A SEA N ’s  c o un te r  p i racy  in i t i a t i ve s .  

Ho wev e r ,  c ha l l e ng es  pe rs is t  d u e  t o  v a ry i ng  l ev e ls  o f  c om mi tm e n t ,  

c a pa c i t y  a n d  c oo rd i na t i on  amo n g  na t i on s .   

I n  c on c l us i on ,  w h i l e  t he re  h av e  be e n  s i gn i f i ca n t  s t r i d es  i n  re d u c i ng  

p i ra cy  an d  e nh a nc in g  re g i on a l  m a r i t im e  c o l l ab o ra t io n ,  e m e rg i n g  

t h re a t s  s uc h  as  g eo p o l i t i c a l  t e n s i o ns ,  c l i ma te  c h an g e ,  cyb e r  r i sks ,  

a n d  t he  p e rs is t en t  ch a l l e ng e s  o f  IUU  f i s h in g  an d  sm u gg l in g  

d e mo ns t ra te  t h e  ev o lv i n g  na tu re  o f  m a r i t i me  s ec u r i ty .  A  m u l t i -

s t ak e ho l de r  a p p roa ch  t h a t  in c o rpo ra tes  i n te rn a t io n a l  coo p e ra t io n ,  

t e c hn o lo gy ,  an d  a d ap t i v e  s t ra te g ie s  i s  c r i t i c a l  t o  a d d ress i n g  th es e  

c h a l l en g es  e f fe c t i ve ly .  



  

Q: How important do you assess the appl icat ion of MDO principles in MIO?  

A:   MIO are  a  st rong and  ex is t ing  example  o f  MDO in  pract i ce .  However ,  MIO cou ld  evo lve  fo r  be t te r  in tegra t ion 

wi th  MDO .  Some key pract i ca l  a reas where  MIO can adapt  o r  expand to  become a  more  e f fect i ve  expression  

o f  MDO p r inc ip les a re :  

Enchanced Real  –T ime Mult i  Domain ISR integrat ion  

 MIO of ten  re l ies on mar i t ime and a i r  ISR wi th  l imi ted  in tegra t ion  o f  cyber  and space domains in  rea l - t ime .  

The fus ion  o f  ISR f rom Space,  UAVs,  MPAs and  C yber  in to  a  common opera t iona l  p ic tu re ,  as we l l  as ,  the  

employment  o f  A I  fo r  da ta  fus ion  across domains wi l l  enab le  faster  and more  accura te  in terd i c t ion  ta rget ing .   

Cyber Operat ions as a standard  component  

 Cyber  e f fects are  not  t yp ica l l y  embedded in to  MIO p lann ing.  The in tegra t ion  o f  o f fensive  and  defensive  

Cyber  opera t ions in to  MIO tas k fo rces and the  use o f  C yber  too ls  to  preempt i ve ly  d isab le  or  t rack  suspect  

vesse ls w i l l  enhance proact i ve  in terd i c t ion  capab i l i t ies and expand capab i l i t ies fo r  non -k ine t i c  in f l uence.  

AI and Predict ive Interdict ion  

 In te rd ic t ion  is  la rge ly  react i ve ,  based on known  sh ip  movements or  in te l l igence in format ion .  The use o f  

AI /ML to  ana lyze sh ipp ing  pat te rns ,  f inancia l  t ransact ions and in te l l igence as we l l  as the  automat ion  o f  

th reat  p r io r i t i za t io n  and route  anomaly detect ion  w i l l  sh i f t  MIO f rom react i ve  to  prede ct i ve ,  a l l ign ing  wi th  

MDO’s emphasis on  decis ion  dominance.  

Common MDO –  Capable C2 Archi tecture  

 C2 systems for  MIO are  o f ten  stovep iped.  The adapta t ion  o f  a l l  domain  C2 compa t ib le  sys tems tha t  a l low 

f lu id ,  c ross-domain  task ing  and asset  shar ing  wi l l  lead to  t rue  in teroperab i l i ty  and faste r  c ross -domain  

opera t iona l  coo rd ina t ion .  
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Questions and Answers 

Q: Do you forsee MIO becoming more 

prominent  and relevant in  the near  future to 

address marit ime securi ty issues?   

A:  Threats re la ted  to  p i racy,  smugg l ing ,  and i l l i c i t  

act i v i t y  in  the  mar i t ime envi ronment  w i l l  a lways  

necessi ta te  a  MIO in f rast ructu re ,  whethe r  i t  be  

nat iona l  o r  coa l i t ion  led .  The inh erent  benef i t s  o f  

MΙO;  de te r rence,  co l labora t ion  and res i l ience ,  

w i l l  a lways ex is t .  The v i s ib le  presence o f  MIO 

forces  deters  po tent ia l  o f fenders.  MIO fosters  

in te rnat iona l  coopera t ion ,  as  many opera t ions  are  

conducted by coa l i t ions  or  under  in te rnat iona l  

mandates ( i .e . ,  NATO,  EU NAVFOR, CMF).  I t  

bo ls ters  the  res i l ience  o f  mar i t ime  nat ions by  

pro tect ing  the i r  economies,  na tura l  resources,  

and popu la t ions  f rom th reats.  However ,  MIO has 

ye t  to  fu l l y  de f ine  i ts  ro le  in  combat ing  emerg ing  

th reats  to  cybersecur i t y  and c r i t i ca l  underwater  

in f rast ructure .  These  two “ th reats o f  the  fu tu re”  

cer ta in l y  necessi ta te  MIO invo lvement  bu t  to  wha t  

extent  remains to  be  seen.  Estab l i shed and 

emerg ing MIO assets have the  un ique oppor tun i t y  

to  fu r the r  so l id i f y  the i r  own  re levanc e by  

embracing  techno log ies tha t  enhance the i r  

capab i l i t ies.  The implementa t ion  o f  Mar i t ime 

Unmanned Systems (MUS) a l lows fo r  fo rce  

mul t ip l i ca t ion  as we l l  as  greater  p ro tect ion .   

Q: What are the most pressing challenges that  

MIO/boarding teams face today in enforcing 

marit ime laws and preventing i l l ic it  activi ty?    

A:  Today’s most  p ressing  cha l lenges to  MIO are  the  

lega l  complexi t ies,  resource l imi ta t ions and  

adaptab i l i ty  o f  th reats .  Board ing  and se iz ing  

vesse ls requ i re  s t r i c t  adherence to  in te rnat iona l  

mar i t ime law and sove re ign ty o f  s ta tes.  These  

cha l lenges can be  overcome by c lea r  and concise  

understand ings o f  the  lega l  requ i rements as we l l  as  

the  incorpora t ion  o f  lega l  exper ts  in to  the  board ing  

teams themselves.  Ef fec t ive  MIO requ i res  

s ign i f i cant  resources,  inc lud ing  advanced 

techno logy,  we l l - t ra ined personne l  an d nava l  

assets.  Of ten  t imes,  incorpora t ion  o f  techno logy  

in to  the  tact i cs and procedures o f  MIO remains  

untested  wi th  l i t t le  oppor tun i ty  fo r  expe r imen ta t ion .  

NMIOTC seeks to  br idge th is  gap in  the  coming 

years by prov id ing  teams an envi ronment  to  test  

the i r  TTPs in  con junct ion  wi th  advanced techno logy  

( i .e . ,  MUS,  wearab le  AI )  in  a  con t ro l l ed  

envi ronment .  Due to  many nat iona l  requ i rements,  

access  to  the  techno logy remains  beh ind a  “po l i cy  

wa l l ”  wh ich  requ i res de l i ca te  lega l  naviga t ing .  Th is  

cha l lenge can on l y  be  overcome on a  nat ion -by-

nat ion  basis .  Last l y ,  cr imina l  and  te r ro r is t  ne tworks  

constant l y  adapt  to  avo id  in terd ic t ion ,  requ i r i ng  

ongo ing innovat ion  in  tact i cs and techno logy.  An 

example  o f  th i s  i s  the  inc reasing ly  advanced narco -

subs tha t  a re  be ing  in t e rd ic ted  in  and  around the  

Car ibbean.  Wi th  ample  resources,  cr imina l  

ne tworks are  ab le  to  adapt  the i r  own tac t ics and 

mater ia l s  wh ich  must  be  observed,  repor ted  and 

countered fo r  MIO teams to  remain  re levant .  

Commodore Piyis addressing the students of Course 25000, “Drafting, Production & Maintenance 

of NATO Standards.  
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Q: What operational gaps do boarding teams experience in terms of equipment,  training, or  

interoperabil i ty?    

A:  The opera t iona l  gaps exper ienced by boa rd ing  teams va ry depend ing upon the  miss ion ,  capab i l i ty  and  

opera t ing  envi ronment  o f  the  team.  Fo r  ins tance ,  convent iona l  board ing  teams tha t  per fo rm embargo and  

customs enforcement  a re  rare l y  conduct ing  opposed board ings.  There fo re ,  the  opera t iona l  gaps they face 

are  fa r  d i f fe ren t  than those o f  teams tha t  car ry ou t  counte r - te r ror i sm o r  counter -p i racy opera t ions in  host i le  

envi ronments.  However ,  due to  the  nature  o f  the  mar i t ime envi ronment ,  ce r ta in  cha l lenges  wi l l  a lw ays 

present  ope ra t iona l  gaps.   

 Equipment  

L imi ted  funct iona l i t y  o f  communica t ion  equ ipment  due to  envi ronmenta l  factors and sh ipboard  cond i t ions 

wi l l  a lways be an i ssue.  Adequate  communica t ion  equ ipment  i s  d i f f i cu l t  fo r  teams to  procure  and they o f ten  

resor t  to  a l te rnate  and cont ingency methods o f  communica t ion .  As adversar ies evo lve ,  teams a re  o f ten  i l l -

equ ipped to  de tect  th reats in  the  pre -board ing  phase.  A lack o f  unmanned  system capab i l i t ies or  ava i lab i l i ty  

fo r  p re -boa rd ing  reconna issance  poses  a  s ign i f i cant  r i sk  to  MIO assets.  Add i t iona l ly ,  inadequa te  scann ing 

equ ipment ,  l imi ted  access to  por tab le  X -ray mach ines or  handhe ld  scanners fo r  de tect ing  cont raband in  

concea led spaces in t roduces the  oppor tun i t y  fo r  ine f f ic ien t  MIO employment .   

Training  

In  te rms  o f  t ra in ing  gaps,  many teams do not  have access to  scena r io  based t ra in ing .  Teams may lack  

exper ience in  dea l ing  w i th  non -compl ian t  o r  opposed crews,  par t icu la r l y  those  us ing  fo rce  o r  decept i ve  

tact i cs.  Add i t iona l ly ,  teams don ’ t  have access to  complex  ves se l  types and there  i s  insu f f i c ien t  t ra in ing  fo r  

opera t ions  aboard  non -s tandard  vesse ls such as  o i l  tankers or  h igh  speed cra f t .  NMIOTC has taken great  

pa ins to  bu i ld  a  l ib ra ry o f  complex and dynamic scenar ios fo r  teams to  test  the i r  tact i cs,  decis ion  maki ng,  

and p lann ing processes.  We a lso  are  equ ipped wi th  a  number  o f  t ra in ing  p la t fo rms tha t  p resent  d i f fe rent  

envi ronments fo r  teams to  t ra in  in .  But  we are  on ly  one  t ra in ing  prov ider  and not  eve ry NATO MIO team 

has the  oppor tun i t y  to  t ra in  here  due  to  the i r  own nat iona l  budget ing  ob l i ga t ions.  Last ly  fo r  t ra in ing  gaps ,  

MIO asse ts  might  lack  cu l tu ra l  and lega l  t ra in ing .  Th is  l imi ted  unde rstand ing o f  cu l tu ra l  no rms and  

pract i ces,  can  esca la te  tensions dur ing  inspec t ions.  There  i s  a lso  inadequate  knowledge o f  in te rnat iona l  

mar i t ime law,  wh ich  can  lead to  opera t iona l  missteps or  un in tended v io la t ions o f  sovere ign ty.  NMIOTC 

seeks  to  br idge  th i s  gap  by p rov id ing  courses  in  bo th  lega l  as we l l  as  gender /cu l tu ra l  aspects ,  dur ing  the  

conduct  o f  MIO.  By teach ing courses on  gender /cu l tu ra l  aspects,  we do not  seek to  promote  a  speci f i c  

socie ta l  understand ing o f  gender ,  bu t  to  instead prom ulgate  those pr inc ip les la id  ou t  in  the  UN Unive rsa l  

Decla ra t ion  o f  Human  Rights ( UDHR).   

Interoperabi l i ty  

In te roperab i l i t y  gaps ex is t  in  Command and Cont ro l  (C2) ,  mul t ina t iona l  coord ina t ion  and jo in t  t ra in ing  

exerc i ses.  In fo rma t ion  shar ing  is  a  key e lemen t  o f  in te rope rab i l i ty .  Rea l - t ime da ta  exchange between 

board ing  teams and command centers i s  o f ten  de layed  or  un re l iab le .  Equ ipmen t  incompat ib i l i ty  ( i .e . ,  

communica t ion  sys tems,  senso rs )  be tween  coa l i t ion  par tners  can d i srupt  coord ina t ion .  Th is  issue  wi l l  on ly  

be  fu r ther  exacerbated  by  the  imp lementa t ion  o f  Mar i t ime  Unmanned  Sys tems.  A  common opera t ing  

p ic tu re ,  p romulgated  f rom the  Board ing  Team a l l  the  way to  the  MIO Commander  w i l l  become even more  

unat ta inab le  i f  more  sensors are  inc luded in  the  board ing  opera t ion  wi thout  s ign i f ican t  advances in  

in fo rmat ion  shar ing .  D i f fe r ing  board ing  procedures,  ru les o f  engagement ,  and TTPs across na t ions create  

de lays and confus ion  du r ing  jo in t  opera t ions .  NATO doc t r ine ,  speci f ica l l y  ATP -71,  seeks to  mi t iga te  th is  

opera t iona l  gap but  i t  remains outdated and ine f fect i ve  aga inst  modern  th reats .  Lack o f  mul t i l ingua l  

capab i l i t ies can  a lso  h inder  coord ina t ion  between board ing  teams and fo re ign  vesse l  c rews.  Las t ly ,  

in f requent  jo in t  d r i l l s  be tween NATO members and par tners lea ds to  l imi ted  oppor tun i t ies ,  lack o f  fami l ia r i t y  

and cohesion among mul t ina t iona l  assets.   
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Questions and Answers 
 

Q: How have recent technological advances such  as ISR, Drones, and AI impacted the success 

of MIO? Can you describe any recent MIO missions that have set a new benchmark for success 

or highlighted areas to improve and develop in MIO tact ics?  

A:  There  are  a  number  o f  recent  techno log ica l  advances tha t  have e i ther  d i rect l y  impacted  the  success  o f  

MIO or  have the  potent ia l  to  i f  em braced by MIO t ra in ing  programs:  

 

 

 

 

Improved S i tua t i onal  Awareness  

Ad va n ce d  su rve i l l a n ce  sys te ms  su ch  

a s  U AVs ,  sa te l l i t e  i ma g ery ,  a n d  

ma r i t i me  ra d a r  sys te ms  h a ve  a l l  a i d e d  

in  e n h a n c i n g  th e  s i t ua t i o na l  

a wa re n e ss  o f  M I O a sse ts .  Dro n e s  

h a ve  p ro v id e d  re a l - t i me  

re con n a i ssa n ce  a n d  su rve i l l a n ce ,  

a l l o w i n g  b o ard i n g  te a ms  to  a sse ss  

ve sse l  a c t i v i t y  a n d  l a yo u t  b e fo re  

b o ard i n g .  H i g h - re so l u t i o n  sa te l l i t e  

sys te ms  e n a b l e  th e  mo n i to r i n g  o f  va s t  

ma r i t i me  a re a s ,  t r a ck i n g  ve sse l  

mo ve me n ts ,  a n d  i de n t i f y i n g  

su sp i c i o u s  a c t i v i t y .  Mo d e rn  ra d a r  

sys te ms ,  su ch  a s  Syn th e t i c  Ap e r tu re  

Ra d a r  (SA R) ,  d e te c t  a n d  t r a ck  

ve sse l s  e ve n  i n  a d ve rse  we a th e r ,  a t  

n i g h t  o r  f a r  o ver  t h e  ho r i zo n .  A IS  h a s  

b e en  a ro u n d  fo r  a  l o n g  t i me  a n d  h a s  

b e en  a  re l i a b l e  so urce  o f  i n te l l i ge n ce  

to  M I O a sse ts .  No w B i g  D a ta  a n d  A I  

a l g o r i t h ms  ca n  a n a l yze  A IS  d a ta ,  

h i s to r i ca l  p a t te rn s ,  a n d  ve s se l  

b e ha v i o r s  to  f l a g  p o te n t ia l  t h re a ts  

b e fo re  p h ys i ca l  i n te rd ic t i on  i s  

r eq u i re d .  

Enhanced S afe ty  M easures fo r  

Boarding Teams  

Ad va n ce d  Pe rso n n e l  P ro te c t i ve  

Eq u i p me n t  (PPE) ,  i n c l u d i n g  

l i g h twe i g h t  b a l l i s t i c  a rmo r  an d  

h e l me ts ,  p ro te c ts  te a m s  w i th o u t  

r e s t r i c t i n g  mo b i l i t y .  F i r e - re s i s ta n t  a n d  

ch e m i ca l - r e s i s tan t  su i t s  p ro te c t  

a g a i n s t  h a za rd s  i n  en v i r o n me n ts  

in vo l v i ng  h a za rd o u s  ma te r i a l .  

S i mu l a te d  t r a i n in g  e n v i r o n me n ts  h a ve  

th e  p o ten t i a l  t o  r e vo l u t i o n i ze  th e  wa ys  

th a t  b o a rd i n g  te a ms  t r a i n .  Us i n g  

V i r t u a l  Re a l i t y  a n d  Au g me n te d  

Re a l i t y ,  b o a rd i ng  te a ms  ca n  t r a i n  i n  

r ea l i s t i c ,  s i mu l a ted  e n v i r o n me n ts ,  

p re p a r i n g  th e m fo r  h i g h -p re ssu re  

sce n ar i o s  wh i l e  r e d u c i n g  t r a in i ng  

r i s ks .   

 

 

 

Enhanced  Boardi ng  Team 

Capabi l i t i es  

Ro b o t i cs  a n d  a u to ma t i o n  a re  b e i n g  

in co rp ora te d  i n to  b o a rd i n g  te a m 

ca p ab i l i t i e s  th rou g h  u n ma n n ed  su r fa ce  

ve h i c l e s  ( USVs )  a n d  ro b o t i c  b o a rd i n g  

d e v i ce s .  USVs  ca n  p e r fo rm  i n i t i a l  

i n sp e c t i o n s  o r  a c t  a s  d e te r re n t  

p l a t fo rms ,  r e d u c i n g  r i s ks  to  bo a rd i n g  

p erso n n e l .  Me ch a n i ze d  sys te ms  a ss i s t  

i n  c l i mb i ng  o n to  ve sse l s ,  e sp e c i a l l y  

t h o se  w i th  h i g h  f r e e b o ard s ,  r ed u c in g  

th e  p h ys i ca l  l i m i ta t i on s  a n d  da n g e r  to  

te a ms  ( se e  S i n g ap o re  C o a s t  Gu a rd  

Sp yd e r ) .  Ad va n ce d  d e te c t i o n  to o l s  

h a ve  a l wa ys  b e e n  a  n e e d  fo r  b o a rd i ng  

te a ms ,  e sp e c i a l l y  th o se  go i ng  in to  

CB R N  e n v i ro n me n ts .  As  me n t i o ne d  

b e fo re ,  h a n d h e l d  X - ra y  sca n ne rs  a n d  

ch e m i ca l  d e te c t i o n  to o l s  h e lp  l o ca te  

co n t ra b a n d .  B i o me t r i c  I d e n t i f i ca t io n  

to o l s  h a ve  su p p o r te d  M I O fo r  ma n y  

ye a rs  a s  we l l .   

 

 

 

Bet te r  Command and Contro l  

In tegra t i on  

As  me n t i o n e d  b e fo re  w i th  o p e ra t i o na l  

g a p s ,  C2  i s  a  se r i o u s  n ee d  in  

co o pe ra t i ve  Ma r i t i me  In te rd i c t i on  

Op e ra t io n s .  Ho we ve r ,  t e ch n o l o g y  

e x i s t s  t o  h e l p  m i t i g a te  th o se  ga p s  

th rou g h  re a l - t i me  co mmu n i ca t i o n  

te ch no l og i e s  an d  n e two rke d  

o p era t io n s .  Se cu re ,  h ig h -b a n d wi d th  

co mmu n i ca t i o n  sys te ms  ( i . e . ,  sa te l l i t e  

co mmu n i ca t i o n s ,  e n c ryp te d  n e two rks )  

e n ab le  se a m le ss  co o rd i n a t io n  b e twe e n  

b o ard i n g  tea ms ,  co m ma n d  ce n te rs ,  a n d  

su p po r t in g  n a va l  a sse ts .  Co m ma n d  

ce n te rs  ca n  p ro v i d e  l i ve  u p d a te s ,  

mo n i to r  t e a m l o ca t io n s ,  a nd  d i r e c t  

o p era t io n s  b a se d  o n  ch a n g i n g  

co n d i t i o n s .  I n te ro pe r a b i l i t y  p l a t fo rms  

co n ne c t  co a l i t i o n  fo r ce s ,  e n ab l i n g  th e  

sh a r i n g  o f  i n te l l i g e n ce  a n d  o p e ra t i o na l  

d a ta .  To o l s  l i ke  NA TO’ s  Fe d e ra te d  

M i ss i o n  Ne t wo rk i n g  (FM N)  e n h a n ce  

co o rd i na t i on  a mo n g  mu l t i n a t i o n a l  

f o r ce s .  
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Questions and Answers 

Q: How have recent technological advances such as ISR, Drones, and AI impacted the success 

of MIO? Can you describe any recent MIO missions that  have set  a new benchmark for  success 

or highlighted areas to improve and develop in MIO tact ics? (continued)  

 

 

 

 

Counter i ng E vasi ve Tact i cs  

Un d e rwa te r  t h re a t  d e t e c t i o n  a n d  ve sse l  s to p p i ng  

te ch no l og i e s  p ro v i d e  e ve n  g re a te r  ca p a b i l i t i e s  to  b o a rd i ng  

te a ms  th ro u gh  so n a r  a n d  sub me rs i b l e  d ro n e s ,  m i n e  

d e te c t i o n  sys te ms  a n d  n o n - l e th a l  ve sse l  s to pp i ng  sys te ms .  

De te c t i n g  h i d de n  co mp a r tme n ts ,  wa te r l i n e  th re a ts ,  o r  

e xp l o s i ve s  ca n  b e  do n e  b y  sub me rs i b l e  d ro n e s  th a t  a re  

d e p l o yed  i n  the  p re -b o a rd i n g  p h a se .  Te ch n o l o g i e s  th a t  

t a rge t  ma ch i ne ry  ra the r  t h a n  p e rson n e l  l i ke  e n ta n g l e me n t  

n e ts ,  d i r e c te d  e n erg y  we a p o n s ,  o r  e l e c t ro ma g ne t i c  p u l se s  

(EMP)  ca n  d i sa b l e  n o n -co mp l i a n t  ve sse l s  w i th o u t  ca u s i n g  

p erma n e n t  d a ma g e  o r  i n f l i c t i n g  h a rm  o n  i t s  c re w me mb e rs .  

 

 

Increased Success in  D is rup t ing I l l i c i t  Ac t i v i t i es  

Th ro u g h  A I  a n d  ML ,  b o ard in g  te a ms  ca n  h a ve  i n c re a se d  

ca p ab i l i t i e s  wh e n  ca r r y i n g  o u t  t h e  a d m i n i s t r a t i ve  p o r t i o n s  

o f  o nb o a rd  a c t i o n s .  A I -p o w e re d  sys te ms  a n a l yze  sh i p p i n g  

ma n i fe s ts ,  c re w l i s t s ,  a n d  ca rg o  d e c l a ra t i o n s  to  f l a g  

d i sc re p an c i e s  a n d  i d en t i f y  h i g h - r i s k  ve sse l s .  Ma c h i n e  

le a rn i n g  a l g o r i t h ms  i mp ro ve  th e  a ccura cy  o f  t h rea t  

p re d i c t i o n ,  e n ab l i n g  p ree mp t i ve  i n te rd i c t i o n .  B l o ck  ch a i n  

te ch no l og y  i s  b e i n g  u sed  to  va l id a te  th e  a u the n t i c i t y  o f  

sh i p p i n g  d o cu me n t a t io n ,  r e d u c i n g  the  ch a n ce s  o f  

smu g g l i ng  o r  f r a u du l en t  d e c l a ra t i o n s .  

 

Q: What emerging threats or trends could 

complicate MIO in the next decade?  

As  me n t i on e d  b e fo re  w i th  th e  e me rg in g  th rea ts  co m i n g  f r o m  

cyb e ra t ta cks  a n d  a sym m e t r i c  wa r fa re  ta c t i c s  th a t  t a rg e t  

c r i t i ca l  u n d er wa te r  i n f ra s t ru c tu re ,  M I O w i l l  b e  fo r ce  to  e vo l ve  

to  me e t  t h e se  a n d  o th e r  t h rea ts :   

 

 

 

 

 

Increased  Use o f  Unmanned Sur face  and Subsur face 

Vehi c l es  

Smu g g l i n g  o p e ra t i o n s  a nd  a c ts  o f  t e r ro r i sm  th a t  i n co rp ora te  

a u ton o mo u s  o r  r e mo te l y  o p era te d  ve sse l s  o n  a n d  b e lo w th e  

su r fa ce  w i l l  l i ke l y  b e co me  a  se r i o u s  th rea t  o f  t h e  fu tu re  a nd  

w i l l  ma ke  d e te c t io n  mu ch  mo re  ch a l le n g i n g .  Bo a rd i n g  te a ms  

m i g h t  s t r u gg l e  to  i n te rd i c t  u n ma n n e d  ve sse l s  a s  t r a d i t i o n a l  

t a c t i c s  l i ke  b o a rd i n g  a n d  i n sp e c t i ng  w i l l  no t  ap p l y .  

I n co rp o ra t i o n  o f  so n ar  sys t e ms  w i l l  b e  n e ce ssa ry .   

Advanced Cyber  S ecur i ty  Threats  

As  me n t i o n e d  be fo re ,  p o r t  i n f r a s t ru c tu re  a n d  co mmu n ica t io n  

f l o w  b e t we e n  M I O a s se ts  a re  a l r e a d y  ta rg e ts  o f  

cyb e ra t ta cks .  Sa fe g u a rd in g  th e se  n e two rks  w i l l  b e  a  c r i t i ca l  

n e ce ss i t y .  

Prol i fe ra t ion of  Submersi b l e  V esse ls  

Th e  i n c re a s in g  u se  o f  se m i - su b me rs i b l e  o r  f u l l y  su b m e rs i b l e  

ve sse l s  fo r  smu g g l in g  p o se s  a  se r i ou s  ch a l l en g e  to  M IO.  

Th e se  ve sse l s  a re  h ard e r  t o  d e te c t  a n d  t r a d i t i o n a l  b o a rd i ng  

o p era t io n s  ma y  b e  i n e f fe c t i ve  a g a i n s t  t h e m.   

Expansi on o f  Hybr i d  and Asymmetr i c  War fa re  Tac t ics  

No n - S ta te  a c to r s  a n d  te r ro r i s t  o rg a n i za t i on s  p o s t  a  

s i g n i f i ca n t  t h rea t  t o  M I O a s  th e y  co n t i nu e  to  e xp a n d  a n d  

e vo l ve .  M IO  te a ms  ma y  fa ce  mo re  co mp l e x  sc e n ar io s  

in vo l v i ng  d i sg u i se d  o r  “ f a l se  f l a g ”  ve sse l s ,  wh i ch  

d e l i b e ra te l y  m i s re p re se n t  t h e i r  i d e n t i t y  o r  ca rg o .  Th e se  

ta c t i c s  ca n  co mp l i ca te  i n te rd i c t i o n  d e c i s i o n s ,  ma k i n g  i t  

d i f f i cu l t  t o  d i s t i n gu i sh  b e twe e n  l e g i t i ma te  sh i p p i n g  a nd  

th rea ts .   

 

 

Q: What are the biggest training or operational  

deficiencies you’ve observed in boarding 

teams global ly? 

A n u mb e r  o f  t r a i n i n g  a nd  op e ra t i o n a l  d e f i c i e n c i e s  e x i s t  

g l o b a l l y  a n d  h a ve  b e e n  a g gre g a te d  th ro u gh  co l l e c t i o n  o f  

a f te r  a c t i o n  re p o r t s  a n d  op e n  sou rce  in te l l i g e n ce .   

Trai n ing Def i c i enci es  

Sce n a r i o -Ba sed  a n d  Re a l i s t i c  T ra i n i n g  
L e ga l ,  Cu l tu ra l ,  a n d  Ru l e s  o f  En g a g e me n t  ( R O E)  
T ra i n in g  
Cyb e rse cu r i t y  a n d  Te ch n o l o g i ca l  P ro f i c i e n cy  
Me d i ca l  an d  T ra u ma  Re sp o n se  

Opera t ional  De f i c i enci es  

Co m mu n i ca t i o n  a nd  In te ro p era b i l i t y  
Eq u i p me n t  a n d  Te ch n o l o g i ca l  Sh o r t co m i n g s  
Co o rd in a t i on  a n d  S ta n d a rd iza t io n  
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Q: What new platforms,  equipment,  or  training do you think boarding teams wi l l  need to remain 

effective in the future? What has become ineffective or obsolete?  

A:  The complexi t ies o f  the  modern  mar i t ime  envi ronment ,  coup led wi th  the  emerg ing th reats o f  the  fu ture  

necessi ta te  a  range o f  new p la t fo rms,  equ ipment  and t ra in ing  methodo log ies.  These adapta t ions a re  a imed 

a t  addressing  the  r i sks  tha t  a re  inherent  in  MIO w hi le  a lso  tack l ing  the  needs o f  the  fu ture :  

 

 

 

New Plat forms  

Th e  i mp o r ta n ce  o f  i n co rpo ra t i n g  un ma n n e d  sys te ms ,  

su r fa ce  a n d  a er ia l  veh i c l e s ,  ca n no t  b e  s t r e sse d  e n o u g h .  

UA Vs  a n d  U SVs  o f fe r  e n h a n ce d  su rve i l l a n ce  a n d  

re con n a i ssa n ce  wh i l e  r e d u c i n g  p erso n n e l  r i s k .  

Au to n o m o u s  u nd e rwa te r  v e h i c l e s  th a t  a re  ca p a b l e  o f  su b -

su r fa ce  th re a t  de te c t i o n  a n d  en v i ro n me n ta l  mo n i to r i n g  can  

h e l p  b o ard in g  te a ms  o f  t h e  fu tu re  me e t  t h e  e vo lv i ng  

th rea ts .  L a s t l y ,  i n te g ra te d  co mma n d  a n d  co n t ro l  p l a t fo rms  

b r i d ge  th e  ga p s  b e twe e n  o p era to r  an d  co n t ro l  ce n te r .  Da ta  

fu s i o n  ce n te r s  a n d  A I -e n h a n ce d  a n a l y t i c s  ca n  l e ve ra g e  

ma ch in e  le a rn i n g  to  p ro v i d e  a  co mp re he n s i ve  o p e ra t i o n a l  

p i c tu re .  

Advanced Equipment  

As  me n t i o n e d  p re v i o u s l y ,  n e x t -g e n era t io n  Pe rs o n ne l  

P ro te c t i ve  Eq u i p me n t  (PPE)  th a t  o f fe r s  l i g h twe i g h t  

p ro te c t i o n  a n d  e n v i r o n me n ta l  a da p ta b i l i t y  w i l l  h e lp  th e  

te a ms  o f  t h e  fu tu re  to  p e r fo rm  MI O i n  a l l  l o ca t io n s .  

I n co rp o ra t i n g  n on - le th a l  a n d  l e ss  th a n  l e tha l  sys te ms  h e l p  

to  s to p  no n -co mp l i a n t  su sp e c t  ve sse l s ,  r e s t ra i n  su sp e c ts  

a n d  b re a ch  in to  fo r t i f i e d  p o s i t i o n s  w i th o u t  e xp o s i n g  th e  

te a m to  r i s k  a n d  a vo i d  c ro ss i n g  d i p l o ma t i c  r e d l in e s  b y  

m i n i m i z i n g  ca su a l t i e s .  E n h an ce d  co mmu n i ca t io n s  a n d  

se n sor  sys te ms  p ro v i d e  se cu re ,  re a l - t i me  co mmu n i ca t i o n s  

a n d  g re a te r  s i t u a t io n a l  a wa ren e ss  a n d  a n  a b i l i t y  t o  q u i ck l y  

a n d  n on - in va s i ve l y  d e te c t  co n t ra b an d  h i dd e n  i n  ve sse l  

co mp a r tme n ts .  

Enhanced Training Programs  

Cyb e rse cu r i t y  a n d  d i g i t a l  l i t e ra cy  w i l l  b e  a  ke ys to n e  o f  

f u tu re  M IO .  G i ve n  th e  i n c rea s i ng  re l i a n ce  o n  d i g i t a l  

p l a t fo rms  a n d  d a ta  fu s i o n ,  t ra i n i n g  b o a rd i ng  te a ms  to  

u n de rs ta n d  a n d  ma n a ge  cyb e r  t h re a ts  i s  c r i t i ca l .  Th i s  

in c lu d e s  se cur i ng  co mmu n i ca t i o n  de v i ce s  an d  

u n de rs ta n d i n g  th e  b a s i cs  o f  d i g i t a l  f o re n s i cs  a n d  d a ta  

in te g r i t y .  I n te ro p e rab i l i t y  d r i l l s  t h a t  b r in g  to ge th e r  f o r ce s  

f r o m va r i o u s  n a t i o n s  a n d  a g e n c i e s  to  i mp ro ve  

s ta n da rd i z a t i on  o f  p ro ce d ure s ,  l a n gu a g e  sk i l l s ,  a n d  

cu l tu ra l  co mp e te n c i e s  w i l l  g re a t l y  e n h a n ce  b o a rd i n g  

te a m ’ s  ca p ab i l i t i e s  i n  t h e  fu tu re .  L a s t l y ,  i n te g ra t i n g  

cu r re n t  C QB ta c t i c s  w i th  a d va n ce d  te ch n o l o g i ca l  sys te ms  

( i . e . ,  we a ra b l e  A I ,  a d va n ce d  co mmu n i ca t i o n s ,  n e x t  g e n  

PPE)  mu s t  b e  se a m l e ss  a n d  can  o n l y  b e  a ch ie ve d  th ro u gh  

a d ap t i ve  ta c t i ca l  t r a i n i n g .  Co u n te r - te r ro r i sm  n e ce ss i ta te s  

c l o se -q ua r te r s  ma n e u ve rs ,  r a p i d  d e c i s i o n  ma k i ng ,  a n d  

d yn a mi c  re sp o n se  te ch n i q u e s  ta i l o re d  to  ma r i t i me  

e n v i r o n me n ts .  Th e  ro l e  o f  ad va n ce d  te chn o lo g y  mu s t  b e  

u n de rs to o d  an d  i n co rp ora te d  to  se a m l e ss l y  i n to  th e se  

n e ce ss i t i e s .   

 

Obsolete Pla tforms  

L e ga cy  Co mma n d  a n d  C o n t ro l  Sys te ms  th a t  a re  n on -

n e two rke d  a n d  i so l a te d  a re  b e co m i n g  i n c re a s in g l y  

in a d eq u a te  an d  w i l l  soo n  o n l y  be  e f fe c t i ve  a s  se co n d ary  

a n d  te r t i a r y  sys te ms .  T h e  fu tu re  n e e d  i s  mo d ern ,  

i n te g ra te d ,  r e a l - t i me ,  mu l t i - d o ma i n  s i t u a t i o n a l  a wa re n e ss  

wh i ch  ca n  i ng e s t  d a ta  f r o m sa te l l i t e s ,  UA Vs ,  a n d  o th er  

se n sor  p l a t fo rms .  Th e se  “ d i g i t a l  b a t t l e sp a ce s”  a l l o w  fo r  

f a s te r  de c i s i o n -ma k i n g  a n d  d yn a mi c  m i ss i o n  ad ju s tme n ts .   

Co n ve n t i o na l  p a t ro l  ve sse l s  w i th o u t  i n te g ra ted  s e n sor  

su i te s ,  so n a r ,  mo d e rn  ra d a r  a n d  a u to ma te d  i d e n t i f i ca t i o n  

sys te ms  a re  l e ss  e f fe c t i ve  i n  d e te c t in g  a g i l e  o r  s te a l th y  

th rea ts .  Th e re  w i l l  a l wa y s  b e  a  n e e d  fo r  l o w - r i s k ,  l o w -

in te n s i t y  M I O th a t  i s  r e l e g a te d  to  ce r ta i n  m i ss io n s .  Bu t  t h a t  

i s  n o t  t h e  fu tu re  o f  th e  m iss i on  se t  a n d  i s  i n e f fe c t i ve  a t  

me e t in g  e vo l v i ng  th re a ts .   

 

Obsolete Equipment  

No n -d ig i t a l  co mmu n i ca t io n  d e v i ce s ,  t r a d i t i on a l  a n a l o g  

rad i o s  a n d  u n se cu re d  co mmu n i ca t i o n  n e two rks  a re  

vu l n e rab le  to  i n te r ce p t i o n  a n d  i n te r fe re n ce ,  h in d e r i n g  

se cu re  co o rd i n a t i o n .  Th e  n ee d  i s  e n c ryp te d ,  h i g h -

b a nd wi d th  co mmu n i ca t io n  sys te ms  th a t  su p p o r t  sea m l e ss  

in te ro pe ra b i l i t y  a c ro ss  mu l t i p le  u n i t s  a n d  a l l i e d  fo r ce s .   

Ou td a te d  su rve i l l a n ce  a nd  re co n n a i ssa n ce  too l s  th a t  re l y  

me re l y  o n  op t i ca l  a nd  ra d a r  sys te ms  d o  n o t  p ro v i d e  M IO 

te a ms  w i th  th e  to o l s  n e ce ssa ry  to  c re a te  a n  e f fe c t i ve  

co mmo n  o p e ra t i n g  p i c tu re  i n  t h e  mo d ern  ma r i t i me  

e n v i r o n me n t .  Up g ra d e d  se n sors ,  i n c l u d i n g  Syn th e t i c  

Ap e r tu re  Ra d a r ,  mu l t i - sp e c t ra l  i ma g i n g  a n d  u n ma n n ed  

sys te ms  w i l l  p ro v i d e  th e  p re c i s io n  n e ed e d  fo r  mo d ern  M IO .  

Ma n u a l  b re a ch i n g  a n d  b o a rd i ng  e q u ip me n t  co n t i n u e  to  

l i m i t  b o a rd i n g  te a m ’ s  ca p a b i l i t i e s  a nd  p la ce  u n d ue  r i s k  o n  

th e  te a m d u r i n g  th e  ve ry  vu l n e ra b l e  i n se r t i o n  p ha se .  I f  

t e a ms  w i sh  to  r e ma i n  re l e va n t ,  ad va n ce d  a nd  a d a p ta b l e ;  

r e mo te  a n d  ro bo t i c  sys te ms  th a t  t h a t  m i n i m i ze  h u ma n  

e xp o su re  du r i n g  bo a rd i n g  o p e ra t i o n s  sh o u l d  b e co me  

s ta n da rd .  

Re l ia n ce  u po n  p a p er  r e co rd s  a n d  l e g a cy  e l e c t ro n i c  

sys te ms  fo r  sh i p p i n g  d o cu me n ts  i s  p ro n e  to  e r ro r s  a n d  

ta mp e r i n g .  B l o ck  ch a i n  b a se d  d o cu me n ta t i o n  an d  re a l - t i me  

d i g i t a l  l e d g e r  te ch n o l o g i e s  ca n  e n h an ce  t r a n spa re n cy  a nd  

a u the n t i c i t y  i n  ca rg o  a nd  v e sse l  d a ta  ma n a g e me n t .  
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Q: How can an advanced NATO naval  unit improve their  contributions to 

global mari time interdiction efforts?  

A:  NATO Member  Sta tes  wi th  advanced nava l  capab i l i t ies and a  desi re  to  improve a re  

in  a  un ique posi t ion  to  he lp  br idge the  opera t iona l  gaps  tha t  ex i s t  in  MIO g loba l ly .  

There  are  four  p r imary ways to  do  th i s :  

 

 

 

Invest  in Modern Equipment  

Provide  board ing  teams wi th  s ta te -o f -

the-a r t  too ls ,  PPE,  and  

communica t ions sys tems.  By lead ing  

the  way in  embracing ,  incorpo ra t ing  

and implement i ng  new techno logy in to  

MIO,  NATO members  can be an 

a l l iance leader  in  deve lopment  o f  

doct r ine  and  tact i cs .   

Enhance Training Programs  

Focus on scenar io -based,  cross-

cu l tu ra l ,  and advanced tact i ca l  t ra in ing  

ta i lo red to  d i verse  mar i t ime  

envi ronments.  Work ing  hand - in -hand  

wi th  NMIOTC,  us ing  ou r  p la t fo rms,  our  

ro le -p laye rs and our  exper ience,  

teams can  he lp  deve lop a  robust  

t ra in ing  curr i cu lum that  can  be  

promulgated to  a l l  o f  NATO.  

 

 

Improve Interoperabi l i ty  

Deve lop standa rd ized board ing  

pro toco ls,  conduct  j o in t  t ra in ing  

exerc i ses and  ensure  compat ib i l i t y  o f  

equ ipment  among coa l i t ion  fo rces.  In  

do ing  so ,  the  ope ra t iona l  gaps in  C2  

and the  lack  o f  common ope ra t ing  

p ic tu re  become ben ign.   

Leverage Technology  

Incorpo ra te  MUS,  AI -powered  

surve i l lance,  and rea l - t ime data -

shar ing  p la t fo rms to  enhance  

s i tua t iona l  awareness.  Work ing  wi th  

na t iona l  leve l  po l i cy makers,  seek to  

cu l t i va te  re la t ionsh ips  wi th  indust ry  

and academia  to  procure  the  most  

e f fect i ve  techno logy and deve lop the  

most  advanced tact i cs  as a  resu l t .   

 

 

He Who Commands the Sea has 
Command of Everything 

- Themistocles    


