
 

  

 Integrating Multi-Domain Operations 
(MDO) into Maritime Interdiction: 
How NMIOTC is transforming into an MDO-Focused 
Training Center 

Mastering the 
Maritime 
Environment 

This series of position papers 

explores the evolution of 

Maritime Interdiction 

Operations (MIO) through 

the integration of Multi-

Domain Operations (MDO). 

Traditionally, MIO has relied 

on conventional methods 

such as boarding, searching, 

and seizing vessels based 

on limited intelligence. 

However, MDO enables a 

more sophisticated and 

efficient approach by 

leveraging space-based 

surveillance, cyber 

capabilities, artificial 

intelligence (AI), and 

autonomous systems. Part 

two of this paper discusses 

the lines of effort necessary 

to make MDO in Maritime 

Interdiction a reality. From 

Strategic Level policy 

decisions to Tactical Level 

procedures, this paper 

provides a road map for 

countries, agencies, and 

institutions to fully implement 

MDO into Maritime 

Interdiction Operations. 

Lines of Effort to Implement MDO into the future of Maritime 

Interdiction Operations (MIO) 

To transition from traditional MIO to an MDO-enabled approach, efforts must be applied at all 

three levels: Strategic, Operational, and Tactical. Each level requires specific actions to 

integrate technology, coordination, and doctrine effectively. Using the Four Critical Enabling 

Dimensions of MDO as a guide, as described by Prof. Sam Medhat, Senior Mentor at NATO 

ACT FOGOs Leadership (Innovation and Digital Transformation), we have provided a roadmap 

for Alliance Members and Partners to implement MDO into Maritime Interdiction. 

Four Critical Enabling Dimensions 

Interoperability: Focus of Inter-domain information sharing; Cybersecurity & Digital Forensics; Common 

Operational Picture (COP) for MIO Scenarios and Response. Interoperability standards will need to ensure 

seamless integration with existing and legacy systems. 

Orchestration: Focus on use of Dynamic Resource Allocation & Optimization Tool; Managing & Operating 

Autonomous Systems; Integrated Logistics Support including civil infrastructure. 

Synchronization: Focus on Actionable Time-Zone Coordination in Real-Time; Real-Time Coordination & 

Command Techniques; Cross-Domain Synchronization Techniques. 

Trust, Speed & Consistency (Convergence): Focus on Integration; Decision-Making Speed; Chain of 

Command Clarity; Real-time Intelligence and Data Analysis. 
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Lines of Effort 

Strategic Level  

Po l ic y  an d Do ct r ine  Deve lopment  

Up d a te  NA T O a n d  na t io na l  ma r i t ime  s e c u r i t y  p o l i c ie s  t o  
f o rma l l y  a d op t  MD O c o n c ep ts  in to  ma r i t ime  op e ra t i on s .   

Es t ab l i s h  c le a r  r u l es  o f  e n ga ge me n t  fo r  A I -d r iv e n ,  c y b er ,  
a nd  sp a c e -b ase d  i n t e r d i c t i o n s .  S p ec i f i c a l l y ,  c l ea r  e t h i c a l  
g u i d e l i n e s  w i l l  n e ed  to  g o v e rn  A I -d r i v e n  i n t e r d i c t io n  
d ec i s io n s .   

Leg al  and  Regu lat ory  Framework  Harm on iz at ion 

A l ig n me n t  o f  na t i o na l  l a w s ,  r u le s  o f  en g a g e men t ,  an d  
o pe ra t i o na l  a u th o r i t i e s  t o  a l l o w  no n - mi l i t a r y  a c to r s  t o  
s u ppo r t  o r  p a r t i c i p a t e  in  o p e ra t io n s  l eg a l l y .  T h is  p re v e n ts  
le g a l  f r i c t i on  an d  e n s u r es  un i t y  o f  e f f o r t  u n d er  a  c o mmo n  
le g a l - o pe ra t io n a l  u mb re l l a .   

De ta i le d  in te rn a t io n a l  a g re e men ts  mu s t  a dd re s s  
e me rg in g  c o mp lex i t ie s  i n  ma r i t ime  a n d  c y be r  l aw  
a l ig n me n t .   

Fo r ce  St r uctu r e  &  Cap abi l i t y  I nvestm ent s  

Pr io r i t i z e  fu n d in g  f o r  A I -d r i v e n  mar i t ime  d o m a in  
a wa re n es s ,  cy b e r  war fa re  c ap ab i l i t i es ,  an d  a u to no mo u s  
in te rd ic t io n  s y s t e ms .   

Ex p a n d  i n ve s tmen t s  i n  I SR  s a t e l l i t e s ,  UA Vs ,  a nd  
u nma nn e d  s u r fa c e / u nde rw a t e r  v es se ls  ( US Vs / U UV s ) .   

A l l ied  &  Partn er  Nat io n  Inte gr at ion with  Non-Mi l i t ar y 
st ake hold ers  

St re ng t he n  mu l t in a t io n a l  c o o rd in a t io n  (e . g . ,  NA T O,  J o i n t  
Ex p e d i t i o na ry  Fo rc e )  t o  c re a te  an  M DO -e na b le d  
in te l l i g e n ce -s h a r in g  f r ame wo rk .   

Co n d u ct  j o in t  m i l i t a r y  e x e rc is e s  ( e . g . ,  “S te ad fa s t  Da r t  
2 025 ” )  t o  i n t eg ra te  s pa c e ,  c y b e r ,  a n d  A I  c a p ab i l i t ie s  w i t h  
c o nv en t io n a l  n a v a l  f o r ce s .   

I n c rea se  u s e  o f  C iv i l - M i l i t a r y  F u s io n  Ce n te r s ,  u s in g  th e  
EU ’s  Ma r i t ime  S e c u r i t y  Ce n te r  –  Ho rn  o f  A f r ic a  
(MS CH OA )  o r  NA T O ’s  S h ip p in g  Cen t e r  ( NS C)  a s  
b lu e pr in t s ,  t o  o f fe r  a  c en t ra l i z e d  v e n u e  to  f u s e  
c o mme rc ia l ,  g o v er nmen ta l ,  a n d  mi l i t a r y  in p u t s  to  s u p p or t  
o pe ra t i o na l  o u t c o mes .   

Cy bersecur i t y  & In form at ion  War f ar e  Prep ared n es s  

Es t ab l i s h  de f en s iv e  an d  o f f e ns i v e  c y b e r  c a pa b i l i t i e s  fo r  
ma r i t ime  in te rd i c t i on  

De v e lo p  re s i l ie n c e  p la ns  to  c o u n te r  c y b e r  t h re a ts  a g a in s t  
C2  s y s te ms  an d  n a v a l  a s s e t s .   

De v e lo p  r ob u s t  c on t in ge n c y  p ro t oc o ls  to  ma n ag e  
d is ru p t io n s  in  sp a c e ,  c y b e r ,  a n d  e le c t r o n ic  wa r fa re  
d oma in s  

So l id i f y  a n d  p ro pa g a t e  c l ea r l y  d e f i ne d  c y be r  o p e ra t io n  
Ru les  o f  En g a g e men t ,  e n s u r i ng  p r op o r t i on a l  r e spo n s e .  

 

 

Operat ional  Level  

In te ragen cy Inf orm at io n Sh ar in g Ag reem ents  

P re -ne go t i a te d  Me m or an d a  o f  Un d ers t an d in g  ( MO Us )  o r  
T e c h n i c a l  A g r ee me n ts  t h a t  d e f in e  wh a t  i n fo r ma t i on  c a n  b e  
s h a re d ,  w i t h  wh o m,  a n d  u nd e r  wh a t  c o nd i t i o n s .   

I n t e gra t ed  c o mma n d  an d  c on t ro l  p la t f o r ms a n d  ma r i t i me  
d o ma in  a wa re n e s s  t oo l s  a c c e s s ib le  b y  b o th  m i l i t a r y  an d  
a p p ro v ed  c i v i l i an  ac to r s  to  e n ha n c e  re s po n s iv e nes s  a n d  a  
c o mm on  u n d e rs ta nd ing  o f  th e  o pe ra t i o na l  e nv i r o nme n t .  

De v e lo p  p r ac t i c a l  e x a mp le s  to  i l l u s t r a t e  ho w  to  e f f ec t i v e l y  
o v e rco me  In te r -A g e nc y  c o o rd in a t io n  b a r r i e r s .   

Non-m i l i t a ry  s takeho ld er s inte grated  in to  ex ist in g C2  
s t ru ct ures  

M is s io n  s p e c i f i c  c e l l s  e mb e dde d  in  mar i t i me  o p e ra t io n  
c e n te r s  t o  f a c i l i ta te  r e a l -wo r ld  c oo rd i na t i o n ,  in te l l i g en ce  
s h a r in g ,  an d  u n i f i ed  de c is i on - mak ing  du r i ng  o p e ra t io n s .  

I nc l u de  l i a i s on  o f f i c e r s  f r o m c i v i l ia n  a g e nc ie s  ( i . e . ,  l a w  
e n fo r c e me n t ,  c us to ms,  c y b e r  ag en c ie s ,  e ne rg y  c o mp a n ie s ,  
e t c . )  

AI- Dr iven  C2  In tegr at i on  

De v e lo p  a n d  d e p lo y  A I -p o we re d  C2  sy s t e m s th a t  a l l ow  
r ea l - t ime  d a ta  f u s i o n  f r o m  s a te l l i te s ,  c y b e r  o p e ra t io n s ,  
UA V s  a n d  s u r fa c e  f l e e ts .   

T ra in  n a v a l  c o m ma nd e r s  in  A I -e n ha n c e d  s i t u a t io n a l  
a war en e s s  a n d  de c is i on - m ak in g .   

E n s u r e  t r a in in g  in c o rp o ra te s  ps y c h o lo g ic a l  r e ad in e ss  an d  
r ap id  de c is i on - mak ing  un d e r  p re s s u r e  

Mu lt i -Dom ain  In te l l ig en ce  & ISR Coo rd in at io n  

E s ta b l i s h  jo in t  t a sk  f o r c e s  th a t  i n t eg ra te  c yb e r ,  s pa c e ,  an d  
n a v a l  i n t e l l i ge n c e  a s se ts .   

De p lo y  A I - ba s e d  p red ic t i v e  a na l y t ic s  to  d e te c t  a n oma l ie s  
i n  s h ip p in g  p a t te rn s  a n d  p r i o r i t i z e  h ig h - r i s k  v e s s e l s  f o r  
i n te rd ic t i on .   

Use  o f  Cyber  &  E lec t r on i c War f ar e  in  MIO  

I mp le me n t  c yb e r  wa r f a re  t e a ms  to  c o n du c t  p re emp t iv e  
h a c k in g  o p e ra t io n s  o n  s u s p e c t  ve s s e ls  ( e .g . ,  d is a b l i n g  
n a v ig a t io n  s y s te ms  b e fo re  b o a rd in g ) .   

De p lo y  e le c t r o n ic  wa r fa re  (EW)  a s s e t s  to  ja m  h o s t i le  
c o mm un i ca t io ns  an d  G PS  s ig n a ls .   

Auto nom ou s  & Un m ann ed  Syste m  I nt egrat ion  

S ta n d a rd i z e  p ro c e du re s  fo r  UA V  s u rv e i l la n ce ,  USV  
i n te rd ic t i on ,  an d  a u ton o mo u s  b oa rd in g  in s p ec t io n s .   

T ra in  M I O  f o r c es  t o  co o rd in a te  h u ma n- le d  an d  u n ma n ned  
ma r i t i me  o p er a t io n s .   
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Tactical  Level  

Enh a nced  Bo ard ing  &  Engag em ent  Ta ct ics  

T ra n s i t i o n  f r o m h u man - l e d  b oa rd in g  t e ams  t o  a  h y b r id  a pp r oa c h  u s i n g  a u to n omo us  s y s te ms  a n d  r emo t e l y  op e ra te d  
US V s .   

T ra in  M I O te a ms  in  c o o rd in a ted  c y be r - e l ec t r on i c  a t t a c k  b e fo re  p hy s i ca l  in te rd ic t i o n .   

P ra c t i c e  in te g ra t i on  o f  m i l i ta r y  te a ms  wi th  c i v i l ia n  s u p po r t  p l a t fo rms  a n d  d a ta  s y s te ms  u s e d  fo r  r e c o n na i ss a n c e ,  
t ec h n ic a l  su p p o r t ,  o r  f o rwa rd  po s i t i o n in g  ( i . e . ,  c i v i l i an  v e s s e ls ,  c y b e r  a s s e t s ,  e t c . )  

UAV & Sa te l l i t e  ISR in teg rat io n  in  MIO  

De p lo y  UA Vs  fo r  r e a l - t ime  v e s s e l  t r ac k i ng  a n d  pa t te rn -o f - l i fe  a n a ly s i s  b e fo re  c o mmi t t i n g  bo a rd in g  te a ms .   

Ut i l i z e  s a te l l i t e - f ed  A I  sy s t e ms  fo r  r a p id  i d en t i f i c a t i o n  o f  i l l i c i t  a c t i v i t y .   

L ive  & Synt het ic  MDO T ra in in g  for  MIO  T eam s 

Co nd u c t  r eg u la r  M DO -b as e d  t r a i n i n g  ex e rc is e s  whe re  f or c es  c o o rd in a te  s p ac e ,  c yb e r  a n d  ma r i t ime  in te rd i c t i on  a s s e ts  
i n  s imu la t ed  s c e n a r io s .   

I n t r odu c e  A I -d r i ve n  s i mu la t io n  p la t f o r ms  to  t ra in  c re ws  on  i n te gr a t ed  mu l t i - d o ma in  r e s po n s e s .  

In teg rat ed  t ra in ing  fo r  no n-m i l i t ary  l ia ison s 

P ro v id e  t r a i n in g  fo r  n o n -mi l i t a r y  p a r tn e r s  o n  boa rd i ng  f u nda me n ta ls ,  i n te rd i c t i o n  ex e rc i se s ,  a nd  p o r t  s e cu r i t y  s c e n a r i o s .  

T h is  b u i l d s  p e r so n a l  r e l a t i o n s h ip s ,  r ed u ce s  f r i c t i o n  d u r i n g  l i v e  o p e ra t io n s ,  a nd  f a m i l i a r i z e s  a l l  pa r t i e s  w i th  m i s s io n  f l o w  
a n d  co ns t ra in t s .  

Key Focus: Operational Level 

At the operational level, the focus is on enhancing real-time 
decision-making, integrating multi-domain assets, synchronizing 

efforts with non-military stakeholders, and optimizing C2 systems. 

 

Key Focus:  
Strategic Level 

The focus is on policy  
development, capability  

investments, and multinational  
coordination to ensure a long-term shift  

toward MDO-enabled MIO. 
 

Key Focus: Tactical Level 

At the tactical level, the emphasis is on changing interdiction methods, reducing 
personnel risks, and leveraging advanced technology in real-time maritime 

operations. 

 

Lines of Effort 
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Prioritization of Efforts 

Phased, 
Methodical 
Approach 

 

Successful ly 

integrat ing Mult i -

Domain Operat ions into 

Mar it ime Interdic t ion 

Operat ions requires a  

phased, del iberate 

approach that  accounts 

for operational 

maturity,  technology 

readiness ,  and 

inst itutional 

adaptat ion .  The 

fo l lowing pr ior i t iza t ion 

framework out l ines 

shor t- ,  mid-,  and long-

term ef forts  needed to 

progressively bui ld an 

MDO-enabled mar i t ime 

interdic t ion capabi l i ty .  

Short-Term (0 – 5 Years) Establishing Foundation 

Quickly enhance operational readiness and interoperability by improving awareness, 
training, and cross-domain responsiveness. 

2025 

Integrated Training & Doctrine Adaptations 
ISR & Targeting Coordination 
Cyber & Electronic Warfare Integration 

Expected Outcome: Improved mission success rates, reduced interdiction delays, and 
enhanced operator familiarity with multi-domain enablers.  

Mid-Term (5 – 10 Years) Building MDO Capability 

Invest in platforms and infrastructure that enable persistent, scalable multi-domain 
coordination at the operational level. 

2030 

AI Enabled Command and Control (C2) 
Autonomous Interdiction Platforms 
Multinational Intelligence Fusion Networks 

Expected Outcome: Operational units will have access to real-time, cross domain, intelligence 
and be able to conduct integrated team interdictions, from autonomous platforms with minimal 
delay and reduced risk to personnel.  

Long-Term (10+ Years) Institutionalizing a Multi-Domain MIO 
Framework  

Fully embed MDO principles into MIO doctrine, force design, and coalition 
interoperability at the strategic and operational levels. Continuous analysis of 
emerging technologies such as quantum computing, blockchain, and zero-knowledge 
proofs, will inform future capabilities and developments within Maritime Interdiction.  

2035 

Doctrine & Organizational Reform 
Seamless integration of non-military stakeholders 
Persistent Maritime MDO Networks 

Expected Outcome: MIO becomes a fully MDO-capable mission set – adaptive, predictive, 
legally synchronized, and effective against peer or hybrid adversaries operating across 
domains.  


